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What are the risks? Technology as a facilitator





Support and information









Child rights in a digital environment

• Affordable, accessible and reliable 
access to devices and connectivity

• Age-appropriate content in their 
own language

• Action to prevent and remedy 
discriminatory or aggressive 
behaviour

• Trusted and truthful information, 
including less inappropriate content 
and transparent information from 
online services themselves











“While we have no like for like data 
to compare it to, the fact so many of 
these attempts have been blocked 
suggests the scale of the issue of 
public demand is quite staggering, 
and something we need to remain 
vigilant against.”

The IWF – with the help of its 
industry partners – has 
successfully blocked and filtered at 
least 8.8 million attempts by UK 
internet users to access videos 
and images of children suffering 
sexual abuse during a one-month 
period while the UK was locked 
down because of the coronavirus 
pandemic. 



iwf.org.uk - #InternetWatchFoundation

2019: Self-generated child sexual abuse content

• Number of actioned self-generated reports in 2019: 38,424

• 1 in 3 reports (29%) was classified as 'self-generated' - there was no 

adult physically present in the room.

• 95% girls

• 76% aged 11-13





Who are the vulnerable 
ones? What support is in 
place for them? Do we 
know who is vulnerable 
online?







These things happen ‘a lot’ or ‘sometimes’ between people my age (%)







The teenage brain

Inability to manage, appreciate and 
understand risk....

No thought of consequence......



Don’t have taboo topics…









• 28% - 8 yrs

• 78% - 11 yrs

• 35% - 8 yrs

• 59% - 11 yrs





















The older you are – the less likely you are to go online and 
the less likely you are to use a smartphone 

• 51% of over 75s don’t go online at all

• Some services are only available online now

• Non-internet use is more likely for 55+ and DE households

• The older you are, the less confident you feel in managing access to 
personal data online 

• Newer users are less aware of the risks









Perhaps less aware?
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What are the greatest 
challenges facing the 
people that you work 
with when they are 
online?

Breakout discussion…(10 minutes)



Keek
Houseparty
Twitch
TikTok
Messenger
Discord

Tinder
Dubsmash
Yubo
Snapchat
WeChat
Instagram
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Behaviour not technology…



• Promote the positives and recognise the benefits of being online

• Have a risk assessment for the people you are supporting

• Follow the social media policy – how to support and how to maintain 
professional boundaries

• Have some awareness and understanding of the platforms and 
services and the risks… (www.internetmatters.org) 

http://www.internetmatters.org/


Create a culture 
where they will 
tell…









Network level
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Device level
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Human level
dialogue, discussion, 
communication

• Be proactive

• Use stories in the media to start conversations

• Not always face to face (in the car, out for a walk)

• At the dinner table discussions
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• Written online safety policy/AUP

• Acceptable behaviour for children/staff

• Appropriate filters and monitoring













Policies…

• Is everyone aware of them?

• Do we know what they contain?

• If we are communicating via social media then we need to

• Do we discuss this at induction?

• Do we make reference to social media/policies during supervision meetings or 
management groups?

• They are there to protect both parties..

• If we are supervising lay workers or volunteers who are communicating with 
vulnerable group/young people via social media the we need to be aware of these 
policies.





• Images should not be taken or stored on personal devices.

• You should not provide personal contact details to a child or young 
person such as a mobile number, email or social media contact







Children and youth social media and 
communications guidance for churches



• Do we record?

• Cameras on/off

• Consent?

• Guidelines for participants?

• How do we manage hybrid 
situations?

















http://testfiltering.com

http://testfiltering.com/




Case study

• A church youth drama group has an official church Facebook page.

• During lockdown one of the adult leaders decides to check in on some 
of the children/young people and does this from his own personal 
Facebook account and using his own device.

• Some of the children/young people started discussing that they had 
received messages and parents became aware.

• What are the potential risks to the children?

• What are the potential risks to the leader?
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